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Why DMR? Don’t Gamble with Communications!
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Why DMR? Avoiding the Obvious!

Public Systems
Proprietary Systems
Designs that are near the end of their technical life




Why DMR? Choose Astutely!

Reaéons to Choose DMR as the Front-Runner
l i ‘




DMR Tiers and Features - ETSI DMR Standard Parts

DMR Tier 1: Unlicensed
* Products for license-free, non-professional use: PMR446

DMR Tier 2: Conventional B

» Professional licensed conventional radio systems operating in PMR frequency
bands 30 to 1000 MHz. Targeted at users who need smooth migration from
analogue with existing spectrum & licensing, spectral efficiency, advanced voice
features and integrated IP data services in licensed bands

DMR Tier 3: Trunked

» Professional trunking operation in frequency bands 30 to 1000 MHz. The ETSI
Tier Il standard is derived from MPT1327 and is based on Tier Il building blocks
and features with plenty of additional added-value features

WWW.DMRASSOCIATION.ORG 6 DMI a

I—

6




DMR Tiers and Features - ETSI DMR Standard Parts

Current (March 2022) Standard

« ETSITS 102 361-1 V2.5.1 (2017-10) DMR Air Interface Protocol
ETSITS 102 361-2 V2.4.1 (2017-10) DMR Voice and Generic Services
ETSITS 102 361-3 V1.3.1 (2017-10) DMR Data Protocol
ETSITS 102 361-4 V1.11.1 (2021-01) DMR Trunking Protocol

ETSITR 102 398 V1.4.1 (2018-11) DMR General System Design

- All these documents can be
ETSI
*—\<< >> freely downloaded from the

SR pepe e e ETSI or DMR Association
websites:

WWW.etsi.orq
www.dmrassociation.org

WWW.DMRASSOCIATION.ORG 7 DMI a
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http://www.etsi.org/
http://www.dmrassociation.org/

DMR Tiers and Features - DMR Technology Overview

DMR Overview
« 12.5 kHz channel compatible with current analogue frequency

allocation schemes
* Free combination of Tx and Rx frequencies (for complex freq. assignments)
* 9.6 kbps gross bit rate
 4FSK modulation: constant envelope for simple RF design

« 2 slot TDMA channel => 6,25 kHz equivalent channel: 2
communication paths: permitting forward and reverse transmission on
a time division basis

« Enerqy efficient

* 50% duty cycle slot structure allows

« Transmission can be used either for voice, data or signalling
« Low cost, low complexity

« Great range: same or better link budget then analogue

« Conventional (Tier 1), Trunking (Tier 1ll), Simulcast

WWW.DMRASSOCIATION.ORG 8 DMI E
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Why the DMR Association? The DMR Association Relationship with ETSI
www.etsi.org

ETSIL____
\\\.} ) STANDARDS TECHNOLOGIES MEMBERSHIP COMMITTEES EVENTS MORE w Q

< Back

Standards .

Get standards Standards making why standards European regulation Coordinated Vulnerability Disclosurg

Standards

] Download All  Export List
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Why the DMR Association? ETSI DMR — Global Presence

How many Manufactures
offer DMR and want
your business?

DIGITAL MOSILE RADIO ASSOCIATION




Why the DMR Association? ETSI DMR Manufacturers

DMR Association - Category 1 Members

Total of 193 Members.

78 of them are Manufacturers
(Category 1).

M Europe
M North America
M Australasia
M Eastern Europe
W Far East

DMR Association - Membership

I wc E Las Vegas 21st March 2022 DM R
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Why the DMR Association? Benefits

21st century digital radio standard

We work with our members, worldwide, to ensure that DMR Digital Mobile Radio is
the most widely supported digital business radio standard

Our members are companies, organisations and individuals who use or build DMR
products professionally or those working to support the DMR standard in other
ways

By using a combination of education, awareness, certification and interoperability
training we operate to make sure that business buyers of today’s digital radio
technology have the security of knowing that they are investing in the future

We’'re here to ensure that DMR products exist within a successful, open, multi-
vendor chain

I wc E Las Vegas 21st March 2022 DM R
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Why the DMR Association? Mission and Objectives

For DMR we do:

Operate an equipment interoperabllity testing and
certification program

Communicate with the user community to capture new
requirements

Enhance the feature set of DMR with new functions
Offer education and updates about the standard

Give advice to regulators to ascertain an environment in
which the technology can flourish

I wc E Las Vegas 21st March 2022 DM R

Connecting Critical

Communica tions

13



Why the DMR Association? DMR as a more sophisticated business tool

Application development on DMR technology
« Community of 100’s of application developers

who are developing vertical market and
customer specific applications

Location, | | Intelligent Security, || Monitoring People &
Location, | | Dispatch Scanning, || & Control, Asset
Location. | | Solutions Alerting SCADA Tracking

IWCE

Connecting Critical
Communications
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Why the DMR Association? The Application Interface Specification

 The DMR Associations Application Interface (AlS) provides a common
protocol to enable DMR Association members to develop a wide variety
of applications that enable intelligent connectivity with DMR systems
Infrastructure

* The Interface was developed by members of the DMR Association with
the goal of enabling applications to benefit from interoperability between
an application and DMR infrastructures from different vendors

 The AIS is available under a Non Disclosure Agreement (NDA) to
Category 1 and 2 members of the DMR Association, enabling
applications to implement a standard protocol that allows interfacing to
any DMR infrastructure system that also supports the AIS protocol

I wc E Las Vegas 21st March 2022 DM R
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Why the DMR Association? Website

- . )
)P https./dmrassociation.org £ ~ @ & |[ 7 waiting for dmrassociation... [ l

View Favorites Tools Help

Members

Digital Mobile
Radio Association About Us Our Members Products Showcase Join Us Contacts

Extensive DMR
technology
capabilities

The DMR Association’s application interface
showcases the powerful features available to digital
mobile radio system users

Read More

D M R iS trusted by over 15 mi l_l_i O n The DMR Association’'s mission, since 2005, has been to support the European
, Telecommunications Standards Institute during the DMR standardisation process. To
provide the ultimate service to our members we focus on the commercial applications
users worldwide

of DMR compirised in Tier Il and Tier Il
Our resolute team are proud to provide unrivalled support to
its global members and the assurance that digital mobile \We welcome new members from across the globe. Whether you are a business that
radicicihemost widely tised digital radicsiandard for ihie utilises DMR, or an individual that supports the professional use of the DMR standard,
business world.

dmrassociation.org
DJOo uoIRID0SSRIWP

you'll be in great company. We truly appreciate your help in enabling us to drive

forward our mission

I wc E Las Vegas 21st March 2022 DM R
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Why the DMR Association? Website - Members

[ eoe [] -~ < [ )] (rhttps:ﬂdmrassociation.orgfdmra-members.html 1 ﬂ] 4+ B8

¥

' Digital Mobile Radioc Association | Members of the Association

DM Digital Maobile
Radio Association Home About Us Qur Members Products Showcase Join Us Contacts

Members of the DMR Association

> Category1 - Full Members, Manufacturers
> Category 2 - Application Developers, System Integrators, Test Equipment Manufacturers, Test Houses
> Category 3 - Users, Regulators and Operators

> Non Member - Partnerships

+ Category 1 members:

+ Category 2 members:

+ Category 3 members:

+ Non Member Partnerships

I wc E Las Vegas 21st March 2022
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Why the DMR Association? Website - Documents

[ L L] E]:] - < ';] & https:/fdmrassociation.org/dmr-documents._htmil P rl-l -+ {=1=]

‘7 ' Digital Mobile Radio Association | DMR Documents

DMR Digital Mobile
Radio Association Home About Us Our Members Products Showcase Join Us Contacts

I—

DMR Documents

DMR Association WWhitepapers

DMR Radio Performance Characteristics & Channel Sharing with other Radio Types
FCC MNarrowbanding Mandates
Benefits and Features of DMR

DMR Interoperability Process W11 (2018)

Why choose Private Digital PMR Networks over Public Network

(Presentation) Critical Communications Russia 2021

W hy DMR? (presented by Alessandro Guido)

(Presentation) Critical Communications Russia 2020

DMR Tier |l Standard and Case Studies (presented by Alessandro Guido)

(Presentation) PMR Expo, Cologne, Germany, 26 to 28 November 2019

Powerful new features in the ETSI DMR standards {presented by Tom Johnson)

I wc E Las Vegas 21st March 2022
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Why the DMR Association? Website - IOP Certificates

[ [ ] ® O ~ 4 ‘_J @ https:ffdmrassociation.orgfiop-certificates-and-test-results.html e [1'] -+ BE

?’ ' Digital Mobile Radio Association | Certificates and Summary of the Test Results

DM Digital Mobile
Radio Association Home Our Members Products Showcase Join Us Contacts

I—

Certificates and Summary of the Test Results

Please Note: Starting from session 2018-001 IOP up to 2020-002 certificates are digitally signed and protected against modification using a GlobalSign CAz certificate

From 2020-003 onwards all documents are signed using DocuSign. A certificate’s authenticity can be verified by opening the document in Adobe Acrobat DC or Adobe Acrobat
Reader DC. The document signing certificate information will be visible at the top of the certicate page. For any queries on the validity or authenticity of DMRA IOP certificates please
contact the Chair of the Technical Working Group twgchair@dmrassociation.org.

Furthermore note that from session 2018-001 all Tier 3 IOP sessions include the version of TS 102 361-4 supported during the test session which allows the viewer to determine
version compatibility.

Search for Certificates By Certificate Date [&]

+ 2021

+ 2020

+ 2019

+ 2018

+ 2017

I wc E Las Vegas 21st March 2022
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Why the DMR Association? Geographical Areas of Website Visitors
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Total Number of visiting countries = 91
Top 10 Countries Visitors
United States 474

203
China 168
United Kingdom 61
Russia 59

40
Germany 35
Poland 30
Australia 24
France 22

Fepruary Zuzz
Las Vegas 21st March 2022

Connecting Critical
Communications

Bio uoneId0SSRIWP

§Z
Y
o
»

0

0
0
2
z

3
0

i
2
3
0

N
o



Why Interoperability?

* An Interoperability Certification process ensures users and @die
equipment suppliers benefit from an open multi-vendor market for ? ‘}
Ib ﬂ ‘i'

DMR systems and equipment

« A competitive open, multi-vendor market brings proven benefits to
users such as choice of equipment, choice of supplier, continuous
development of new products with increased functionality and
Improved price performance

« Users can be confident that products awarded an Interoperability
Certificate have been rigorously tested and the functions listed in the
Certificate fully meet the DMR standard

« This allows users who select equipment from a number of suppliers
to reduce the amount of system integration and testing that they
need to undertake, as well as the associated risk of issues

I wc E Las Vegas 21st March 2022 DM R

Connecting Critical

Communica tions




Why Interoperability? Principles and background

* Reviewed P25 and TETRA as examples of high
qguality interoperability process

 Both processes are extremely thorough as fits
requirements of govt. public safety users and
contracts worth $100’s millions

 Reviewed ETSI DMR Special Task Force
conformance work from time of DMR standardisation

« Took elements of P25, TETRA and ETSI processes
and simplified to make appropriate for DMR users

I wc E Las Vegas 21st March 2022 DM R
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Insights in the Interoperability Process
[ IOP Laboratory H Feature List Test
Accreditation
[ Test Case

( Mandatory ]
( optional )

I10P
Certificate
Test
DMR Association Report
Technical
Working Group Air Interface
[ Archives Tracing
_J

I wc E Las Vegas 21st March 2022
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Insights in the Interoperability Process

* The whole Test Process is regulated by a DMR Association
document, the “Interoperability Laboratory Recognition Process
and Test Session Procedures”

 The DMRA Technical Working Group appoints a Laboratory Co-

ordinator w
Process of

DMRA Recognized

« Written qua

N0 IS responsible for managing the

Interoperability

ity standards and processes for La

tests — reference to 1ISO 9001

 All Labs wanting to run a test session must self-declare
compliance with these standards and be acknowledged by TWG

 Labs can be challenged to demonstrate compliance

DIroCesses

Las Vegas 21st March 2022

Recognition
_aboratories

0S wanting to run

DIGITAL MOSILE RADIO ASSOCIATION
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Insights in the Interoperability Process

« DMRA TWG appoints an Interoperability Co-ordinator who is
responsible for managing the Test Session Procedure

* New products submitted for interoperability testing must comply with
all applicable conformity regulation governing access to the relevant
market

* The DMR Interoperability Testing and Certification process follows
clearly defined rules over the different phases, from “Decision to Test”
to “Certificate Issue”

* Test reports are written following a well-defined form

* Log files of tests must be collected

 Laboratory managers and vendors must sign off all testing
 Tests performed according to agreed detailed specifications

I wc E Las Vegas 21st March 2022 DM R
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Insights in the Interoperability Process

 There are tests for both Tier 2 and Tier 3 features

« DMRA TWG has defined two types of test for each Tier:
« Mandatory tests on features defined in the ETSI DMR standard

« Optional tests on features defined either in ETSI DMR standard or in DMRA standard

* For Tier 2:
« Mandatory: Group Call, Individual Call (PATCS), Individual Call (OACSU), All Call
« Optional: Radio Check, Call Alert, Radio Disable/Enable, Remote Monitor,
Emergency Alarm, Emergency call, Messaging
« For Tier 3 the Mandatory list is similar to Tier I
* Plus Registration, Roaming, Queuing and Native Addressing Plan
« Optional Tests are for Multi-site trunking and many other features, cfr. next slides

I wc E Las Vegas 21st March 2022 DM R
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Tier 3 Interoperability: Optional Features Set 1

Optional Features (Set 1)

Multisite Talkgroup Voice Service

Multisite Individual Voice Service

Multisite Short Data Messaging

Status Service Delivery

Stun/Revive

Kill

Emergency Alarm

Emergency Voice Service

MS Initiated Payload Interrupt MS De-key with Cease Transmission Request

Single Talkgroup Subscription

Talkgroup Subscription List

Single Talkgroup Attachment

Talkgroup Attachment List

Half Duplex Telephone Voice Service

Full Duplex Telephone Voice Service

Full Duplex MS to M3 Individual Call

Location — USBD Polling

Text Message Service

Registration with Authentication

Emergency Pre-emption with M5 De—ke\f|

Las Vegas 21st March 2022
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Tier 3 Interoperability:

Ambient Listening Service

Success
Call termination through MS Dekey
Payload interrupt for initiator to respond

Radio Check

MS Radio Check successful
Talkgroup Presence Check on TSCC
Talkgroup Presence Check on payload channel

DGMNA Address Mode: Add 1 TG, single site

DGMNA Address Mode: Add multiple TGs, multisite

DGMA Address Mode: Remove all DGNA added TGs, multisite
DGMA Alias Mode: Add 1 TG and alias, multisite

DGMNA Alias Mode: Remove added TG and alias, multisite

Call Diversion

Divert individual voice call to another MS, single site
Divert individual status message to another MS, single site

Divert individual text message (IP Data) to another MS, single site

Divert individual voice call to a TG, multsite

Divert individual voice call to telephone, single site
Cancel call diversion by initiator

Cancel call diversion by target

LIP Location via IP Data

IWCE

Immediate Location Report

Basic Location Report Request

Short Location Error Reporting

Location Report Disable with acknowledgement Request
Location Report Enable with acknowledgement Request
Dynamically modifiable reporting

Emergency Location Report

Location on PTT

Connecting Critical
Communications

Optional Features Set 2 (Planned for Q4/22)

Encr\rption
*  ARC4 Encryption Individual Voice, Single Site
o Success
o Failure (target wrong key)
& ARC4 Encryption Talkgroup Voice, MultiSite
*  ARC4 Encryption Talkgroup Voice, Late Entry
*  ARC4 Encryption Telephone to Talkgroup
*  ARC4 Encryption Individual Text Message (IP Data)
o Success
o Failure (target wrong key)
*  ARC4 Encryption Talkgroup Text Message (IP Data)
& AES2506 Encryption Individual Voice, Single Site
o Success
o Failure (target wrong key)
e AES256 Encryption Talkgroup Voice, MultiSite
*  AES256 Encryption Talkgroup Voice, Late Entry
*  AES256 Encryption Telephone to Talkgroup
& AES256 Encryption Individual Text Message (IP Data)
o Success

o Failure (target wrong key)
e AES256 Encryption Talkgroup Text Message (IP Data)

Announce Logical Physical Channel
+  Modify the frequency plan for a payload channel

Offset Control Channel
+ Offset Mode Voice Call, Single Site

Short Data Message to a Group
¢ Short Data Message to a Group

Mass Re-Registration
*  DMass Re-Registration

Hibernating Control Channel
s Hibernating Control Channel

Las Vegas 21st March 2022
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Tier 3 Interoperability: Test Cases - Example

Tesr case 4: Emergency Pre-Emption of Paviead Channel with Reverse Channel Signalling. Mulni-Site

Test case 1d: ([@IOP_T3_ Emergency PreEmption PavlecadChan RevChanSig

Pracedur&

1)

2)
3)
4)
)
6)
7

&)

%)

Set-up the trunking system so that on Site 1 only one control channel and two pavload channels on a
separate frequency pair are available. Also ensure that at least two payload channels are available on
Site 2. This can be either achieved by the svstem restricting access to certain channels or “occupving
the channel by a mobile that 1s not part of the actual test setup.

Set up a group call on MS 6 to talkgroup ECHO and initiate a transmission

Set up a group call on MS 4 to talkgroup DELTA and mmitiate a transmission

Confirm that MS 5 can hear and clearly understand MS4 s transmission. MS 1, MS 2 and MS 3 can
not hear MS 47z transmission.

End talking on MS 4.

While no MS 1s transmaitting in the call from MS 6 to talkgroup ECHO and no MS 1s transmitting in
the call from MS 4 to talkgroup DELTA | initiate an emergency group call from MS 1 to Talkgroup
CHARITIE.

Pass Criterion: The manufacturer specific information on the radios shows that one of the normal
calls on Site 1 has been ended.

Pass Criterion: The manufacturer specific information on MS 1 shows that the emergency call has

successfully been set up
Pass Criterion: Confirm that MS 2 and 3 can hear and clearly understand MS 1°s transmission.

10) End the call from MS 1.
11) Pass Criterion: The manufacturer specific information on MS 1 shows that the call has ended and has

IWCE

Connecting Critical
Communications

left the pavload channel and that the trunked svstem releases the pavload channel resource.
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Tier 3 Interoperability: Test Cases MSC

MSC Emergency Talkgroup Voice Pre-empting Payload Channel, Site 1, Part 1

Initiator M5 1

Contral Channel

Traffic Charnrael

C_RAMND [Service Kind =
Talkgroup Vaice Call, Emergency)

opt C_WACKD
- [Reason code = 'l."v..-'.'m:].I

T _GRAMNT (E mﬂrgfncy]‘T‘J

alt -

ot *'U'-Dh: i Ha sl

volkoe Payloasd
[ursts & = F)

IWCE
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Other Talkgrowup

P_Cloar

GRAMNT [ ErmEgarndy )

F_FR DTF{'I"-F'_F ROTECT

W _GRANT

"ul"mce_'Iir.-rrnlnatnr“u"uu:e_term|n.1tur

[
“.l'uu: = Header

Vaice Payload
(bursis & = F)

Las Vegas 21st March 2022
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Tier 3 Interoperability: Air I/F Tracing

No. Time Source Destination Protocol Length Info
65 9.5391880680 192.168.0.1 192.168.6.168 DMR 86 INBOUND - CSBK - C_RAND: GRP_V_SRV from 3

Frame 65: B6 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface 8
Ethernet II, Src: Prod-El1_00:23:6a (80:16:64:080:23:6a), Dst: 38:63:bb:b%:37:c7 (38:63:bb:b%:37:c7)
Internet Protocol Version 4, Src: 192.168.8.1 (192.168.8.1), Dst: 192.168.8.166 (192.168.6.188)
User Datagram Protocol, Src Port: scp-config (18861), Dst Port: scp-config (10861)
Digital Mobile Radio Protocol (DMR), Tracer Release: Selex-ES Tracer 2 (PAT2)
Time Stamp Packet : 9628598 cells (1283573,758080 ms)
DMR Time since beginning of capture: 9548,880
Physical Layer {Layer 1), Channel: Inbound Data
Data Link Layer {Layer 2), Burst Type: CSBK
Color Code: q
Payload after BPTC (196,96) Decoding: 9f 80 60 @1 60 66 83 BB 60 83 6f 97
Last Block (LB): 1 - Protect Flag (PF): @ - Manufacturers Feature ID (MFID): 88
Checksum: CRC 16 - CCITT, (@8x6f97) [correct]
Call Control Layer (Layer 3)
Tier IIT PDU type: C_RAND (Random Access Request)
Service_Kind: 8x1 (GRP_V_SRV - Talkgroup Voice (Call Serwvice)
Service Options: Bx8@
EMERG: @ (MNon-emergency service)
PRIVACY: @ (Text/Voice plain)
SUPED_SV: 8 (Mo Supplementary_user data Transfer Service required for this call)
BCAST_SV: 8 (Mon-broadcast service)
OVCM_SV: @ (Non-OVCM call)
PRIORTY_SV: @ (Normal -low- priority)
Proxy Flag (PROXY): @ (Number of Extended BCD digits for addressing through a gateway = 1 to 28)
Appended Supplementary_Data (SUPED_VAL): @ (Number of appended UDTs required to transport supplementary_user data)
Ambient Listening Service (ALS_SERV): 8 (Ambient Listening Service not requested)
Target_address: 3 [Bx80680083]
Source_address: 3 [8xB86863]
Common Announcement Channel (CACH)
TDMA Channel: TS1
Inbound Signal (M5 Sourced): Mo more CACH Information

I wc E Las Vegas 21st March 2022
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Tier 3 Interoperability: Test Summary

All test results and logs submitted to DMRA TWG
meeting

Test results documents are inspected and log files
checked by TWG during a formal review meeting to
make sure no inconsistencies are present

The fact that TWG members are representing companies
that compete in the market gives confidence that the
assessment is done as thorough as possible

Documentation all kept on secure file and certificates
issued giving summary of tests.

In the event of a dispute between vendors, the Lab Co-
ordinator tries to resolve it, otherwise no certificate will
be issued

If the TWG verification has a positive result, an
Interoperability Certificate will be issued

Las Vegas 21st March 2022
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DMR DMR ASSQCIATION INTEROPERABILITY TEST SUMMARY

= DMR Tier Il Interoperability Test Report

DMR ASSOCIATION

Documen t Name: Motorola Tait STR DMRA Tier 3

Dates of Report: 24 August 2018

DMR Association Test Laboratory Code: DMRA:IOP:11.01.011

DMR_Association_TIER_III_Interoperability_Test_Laboratory Location: Tait International Ltd, 558 Wairakei Road, Christchurch, New Zealand
Date(s) of Test: 20 — 24 August 2018

Equipment Details:

Manufacturer A DMR Equipment System Tested
Manufacturer Tait International Ltd

Model TB9315-B3HO-B3H0-A1AA-10 & TN9300-1101-0000-0000-10
Firmware Base station: 2.50.01, Node Controller: 2.22.06
Operating Freq. Range 136-174 MHz
| Site 1 TB9315-B3HO-B3H0-A1AA-10 serial number 18252676
Serial Number(s) Site 2 TB9315-B3H0-B3H0-A1AA-10 serial number18260122
Node Controller TN9300-1101-0000-0000-10 ST: FXF61H2, Exp Sve Code: 34672594934

er B DMR Equi System Tested
Manufacturer Motorola Solutions
Model PMUD2904BA, DP4801¢

Firmware L{(PZA()‘M)O.()U()I

Operating Freq. Range 136-174 MHz

== = 871TUM4459, 871TUM4657, 871 TUMA4604, 871 TUMA4595,
871TUM4625, 871TUM4425, 871TUMA4460, 871 TUM4491

Serial Number(s)

Page 1 of 3

Testers Initials: 20 /)ﬂ“é Approver Initials: /%}




Tier 3 Interoperability: IOP Certificate

DMK

DIGITAL MOBILE RADIO ASS0OCIATION
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DMR Association Interoperability Certificate

Certificate Number: »oooo

This DMR Association Interoperability Cerlificate documents that the manufacturer A product as detailed in
= Table A below:

TABLE A : DMR EQUIPMENT TESTED
Manufacturer
Model

Firmware 1D [ Version

|}
has successfully passed the DMR Association Tier 3 Mandatory and Optional interoperability tests outlined in
the DMR Association test specification documents: /nferoperability Testing for DWR Tier 3 Systems V. xx of
Month Year camed out on days month yvear with the manufacturer B product referenced in Table B below with
tests undertaken as indicated in the following pages.

TABLE B : DMR EQUIPMENT TESTED
Manufacturer
Model

Firmware 1D I Version

The DMR Association hereby declares that the product in Table A when tested with the product in Table B
passed interoperability Test Cases as set out in the feature summary below.

The DMR Association hereby declares that the testing took place according to the procedures and in a
laboratory meeting the criteria set out in the DMR Association document interoperabilify Laboratory
Recogmition Frocess and Test Session Frocedures, V' X X of Month Year.

Issue Date: DD/ Y

Digitally Signed by Ghair of the DMR Association Technical Working Group

OMR: Association Tier [l IOF Certificate. @0MR Association 2022 |ssue T Fage1of 8

IWCE
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NOTE:

All products belonging to the same model classes, meaning equipment that Manufacturer A and Manufacturer
B have determined, through engineering analysis or intermmal functional testing, to be functionally eguivalent to
the products in Table A and Table B, may be declared interoperable by Manufacturer A and Manufacturer B.

LIABILITY DISCLAIMER

The DMR. Association declares that the 10OP validation process has been carried out with the best possible
endeavors in order to ensure the most reliable verdicts. Nevertheless, the DMR Association takes no
responsibility for, and shall have no liability as a verdict of damages, losses, or injuries of any kind that may be
caused by non-coherence to the functions listed in the certificates of products that are awarded a DMR
Interoperability Ceriificate.

Individual manufacturers are responsible for ensuring that the behaviour of any equipment for which
Interoperability is claimed is identical to that of the equipment that passed the DMR Association interoperability
certification process.

See below for feature summary

DMR Association Tier lll IOF Cestificate. ©DMR Association 2022 |ssue T Page 2of 8

DIGITAL MOSILE RADIO ASSOCIATION
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Tier 3 Interoperability: IOP Certificate

ETSI STANDARD SUPPORTED

ETSI Standard

MAMDATORY FEATURE DETAILED SUMMARY

Supported =\ersion of TS 102 361-4 supported by the system>.
Registration
- Registration Accepted Pass
Registration Not Accepted {See Mote 1)
FEATURE SUNMMARY M5 Refu_sed Pass/Mot Tested
MS Denied Pass/Mot Tested
De-registration Pass
Mandatory Features Single Site Talkgroup Voice Service
Message Trunking {See Mote 2)
Feature Result Call Granted Pass/Mot Tested
Registration Pass Call Refused Pass/Mot Tested
Single Site Talkgroup Yoice Service Pass Call Queued Pass/Mot Tested
Single 5ite Individual Woice Service Pass Broadcast Call Pass/Mot Tested
Hunting Pass Transmission Trunking [See Maote 2)
Single Site Short Data Messaging Pass Call Granted Pass/Mot Tested
Mative Addressing Pass Call Refused Pass/Mot Tested
Call Queued Pass/MNot Tested
Single Site Individual Voice Service
Optional Features Single Frequency OACSU Call
Call Granted and ended by calling party Pass
Feature Result Call Granted and ended by called party Pass
Multisite Talkgroup Voice Service Pass/Mot Tested DACSU Call
Multisite Individual Voice Service Pass,/MNot Tested Call Granted Pass
Multisite Short Data Messaging Pass/Mot Tested Call Refused Pass
Status Service Delivery Pass/MNot Tested Call Queued Pass
Stun/Revive Pass/Mot Tested FOACSU Call
Kill Pass/MNot Tested Call Accepted Pass
Emergency Alarm Pass/Mot Tested Call Refused by user Pass
Emergency Voice Service Pass/MNot Tested Hunting
MS Initiated Payload Interrupt M5 De-key Pass/MNot Tested Site Change Pass
with Cease Transmission Request single Site Short Data Messaging
Single Talkgroup Subscription Pass/Mot Tested —
Talkgroup Subscription List Pass/MNot Tested - Individual N!ESSEEE Pass
Single Talkgroup Attachment Pass/Mot Tested Mative Addressing
Talkgroup Attachment List Pass/MNot Tested Group Call Pass
Half Duplex Telephone Voice Service Pass/MNot Tested Individual Call Pass
Full Duplex Telephone Woice Service Pass/MNot Tested MOTES
Full Duplex M5 to MS Individual Call Pass/Mot Tested Mote 1: Only one of :MS Refusad” Dr_"MS Denied” is_rEfquirEd o _
Location — USBD Folling Fass/Mot Tested Mote 2: Only one of ‘Message Trunking” or “Transmission Trunking” is reguired -
Text Message Service Pass/MNot Tested
Registration with Authentication Pass/Mot Tested
Emergency Pre-emption with MS De-key Pass,/MNot Tested
OR Association Tier [HOF Cemificate. SOMR Asso ! Page3ofE DIMR: Association Tier Il 1P Cerfificate. SOMR Asos T Fage 4 of B
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Tier 3 Interoperability: IOP Certificate

OPTIOMNAL FEATURE DETAILED SUMMARY

Optional Feature Detailed Summary (cont.)

Emergency Alarm

Multisite Talkgroup Voice Service

Message Trunking

{See Mote 1)

Emergency Alarm to Talkgroup

Pass/Mot Tested (see
Mote 1)

Call Granted

Pass/Mot Tested

Cancel Emergency Alarm to Talkgroup

Pass/Mot Tested

Call Queued, origin site busy

Pass/Mot Tested

Emergency Alarm to Individual

Pass/Mot Tested

Call Queued, destination site busy

{See Mote 2)

Cancel Emergency Alarm to Individual

Pass/Mot Tested

All Start

Pass/Mot Tested

Emergency Voice Service

Fast Start

Pass/MNot Tested

Eroadcast Call

Pass/Mot Tested

Emergency Talkgroup Woice Call Granted

Pass/Mot Tested (see
MNote 2)

Transmission Trunking

{See Mote 1)

Call Granted

Pass/Mot Tested

Emergency Talkgroup Voice Call Refused

Pass/Mot Testad (see
Mote Z)

Call Queued, origin site busy

Pass/Mot Tested

Individual Emergency Voice Call Granted — Single Site

Pass/Mot Tested

Call Queued, destination site busy

{See Mote 2)

Emergency Pre-Emption with M5 De-key.

Pass/Mot Tested

Individual Emergency Voice Call Granted — Multisite

Pass/Mot Tested

All Start Pass/Mot Tested
Fast Start Pass/Mot Tested
Multisite Individual Voice Service

MS Initiated Payload Interrupt MS De-key with Cease Tran

smission Reguest

Talkgroup Woice Call Interrupt Success

Pass/Mot Tested

CACSU Call

Talkgroup Woice Call Interrupt Failed — Not Supported in TH M5

Pass/Mot Tested

Call Granted

Pass/Mot Tested

Individual Woice Call Interrupt Success

Pass/Mot Tested

Call Queued

Pass/Mot Tested

Individual Woice Call Interrupt Failed - Mot Supported in TX MS

Pass/Mot Tested

FOACSL Call

Call Accepted

Pass/Mot Tested

Registration with Authentication

Registration with Authentication |

Pass/Mot Tested

Call Refused by user

Pass/Mot Tested

Registration with Authentication Failed — Wrong Key |

Pass/Mot Tested

Multisite Short Data Messaging

Individual Message |

Pass/Mot Tested

Single Talkgroup Subscription (see Note 3)

Registration and Single Talkgroup Subscription Accepted

Pass/Mot Tested

Status Service Delivery

Registration and Single Talkgroup Subscription Refused

Pass/Mot Tested

Individual Status Message

Pass/Mot Tested

Single Talkgroup Subscription Change Accepted

Pass/Mot Tested

Talkgroup Status Message

Pass/Mot Tested

Talkgroup Subscription List (see Note 4)

Talkgroup Status Message Failed - Source Mot Allowed

Pass/Mot Tested

Registration and Talkgroup Subscription List Accepted

Pass/Mot Tested

Individual Status Message Failed - Target Mot Available

Pass/Mot Tested

Registration and Talkgroup Subscription List Refused

Pass/Mot Tested

Stun and Revive

Talkgroup Subscription List Change Accepred

Pass/Mot Tested

Without Authentication

Pass/Mot Tested

With Authentication

Pass/Mot Tested

Registration with Authentication and Talkgroup Subscription List
accepted

Pass/Mot Tested

With Authentication Failed — Wrong Key

Pass/Mot Tested

Single Talkgroup Attachment (see Note 5)

Kill

Registration and Single Talkgroup Attachment Accepted

Pass/Mot Tested

Failed — Wrong Key |

Pass/Mot Tested

Registration and Single Talkgroup Attachment Refused

Pass/Mot Tested

Kill Successful |

Pass/Mot Tested

MOTES
Mote 1: Only one of ‘Message Trunking” or “Transmission Trunking® is reguired
Mote 2 Only one of "All Start’ or ‘Fast Start’ is reguired

Registration Accepted, Single Talkgroup Attachment Mot
Accepted

Pass/Mot Tested

Single Talkgroup Attachment Change

Pass/Mot Tested

DR Association Tier Il 1OP Cesfificate. S0MR Ass
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MOTES

Mote 1: Only this test case is required for feature support

Mote 2 Only these test cases are required for feature support

Mote 2:- All three test cases must be performed successfully for feature supp

Mote 4: The first three test cases must be performed successfully for feature support.

Mote 5: The first, second and fourth test cases must be performed successfully for feature support.

DR As: ation Tier lll 10OF Certificate. &0
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Optional Feature Detailed Summary (cont.)

Talkgroup Attachment List (see Note 1)

Registration and Talkgroup Attachment List Accepted

Pass/Mot Tested

Registration and Talkgroup Attachment List Refused

Pass/Mot Tested

Registration Accepted, Talkgroup Attachment List Mot
Accepted

Pass/Mot Tested

Talkgroup Attachment List Change

Pass/Mot Tested

Registration with authentication and Talkgroup
Arttachment List Accepted

Pass/Mot Tested

Half Duplex Telephone Voice Service [See Note 2)

M5 to Telephone Granted Pass/Not Tested
M3 to Telephone Refused Pass/Mot Tested
Telephone to MS Granted Pass/Mot Tested
Telephone to MS Refused Pass/MNot Tested
Telephone to Talkgroup Granted Pass/Mot Tested

Full Duplex MS to MS Voice Service (See Mote 3)

CACSU Individual Woice Call Granted

Paszs/Mot Tested

FOACSU Individual Voice Call Granted

Pass/MNot Tested

Individual Voice Call Denied — Duplex Mot Supported

Pass/MNot Tested

Full Duplex Telephone Voice Service

M5 to Telephone Call Granted |

Pass/Mot Tested

Telephone to MS Call Granted [

Pass/Mot Tested

Location — USBD Polling

S with GMNSS Fixon TSCC

Pass/Mot Tested

M5 without GMNSS Fix on TSCC

Paszs/Mot Tested

M5 not Supporting USED on TSCC

Pass/MNot Tested

S with GMNSS Fix on TSCCAS

Pass/MNot Tested

M5 without GMNSS Fix on TSCOCAS Pass/MNot Tested

M5 not Supporting USED on TSCCAS Pass/Not Tested

Stunned MS with GNSS Fix on TSCCAS Pass/Not Tested
Text Message Service

MS to MS Single Site Pass/Mot Tested

MS to MS Text Message Failed — Target Not Available Pass/Mot Tested

IS to Talkgroup Text Message

Pass/Mot Tested

M5 to M5 Multisite

Pass/Mot Tested

MOTES

Mote 1: The first, second and fourth test cases must be performed successfully for feature support

Mote 22 Only these test cases are reguired for feature support
Mote 22 Only one of "OACS” or "FOACSLY is reguired.

DMR Association Tier lll 1OP Cesfificate. 80DMR Associafion 2022 |ss
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Tier 3 Interoperability: IOP Certificate

Optional Feature Detailed Summary (cont.)

Authentication (see Note 1)

Registration

Pass/Mot Tested

Stun/Revive

Fasz/Mot Tested

il

Pass/Mot Tested

Talkgroup Subscription

Pass/Mot Tested

Talkgroup Attachment

Pass/Mot Tested

Emergency Pre—emption PTT De-key

Emergency Talkgroup Call Granted with Call Pre-emption

Pass/Mot Tested

MOTES

Mote 1 Only this test case is required for feature support

AR A ation Tier I 1IOF

S0MR Ass
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Tier 3 Interoperability: IOP Certificate - Example

The DMR Association hereby declares that the testing took place according to the

procedures and in a laboratory meeting the criteria set out in the DMR Association
document interoperability Laboratory Recognition Process and Test Session Procedures,
Vv 2.04 of June 2078.
All proeducts belonging to the same model classes, meaning equipment that
Tait Intemational Lid / Motorola Solutions have determined, through engineering analysis or
internal functional testing, to be functionally equivalent to the products in Table A and Table
B, may be declared interoperable by Tait Intemational Ltd and Motorola Solutions.

DIGITAL MOBILE RADIO ASSOCIATION

lzsue Date: 1 February 2019
Chair of the DMR Association Technical Working Group

Digitally sigreed bry Thomas Mumray

A3, |n Johnson
I domas, Date: 2015.02.01 113803 7
DM R Assnciatio n I ntero pe rabilit? Certificate The following summary details which tests have been carried out.
Document 10057
Mote to readers: This DMR Association Interoperability Certificate documents that the
TB9315 product as detailed in Table A below:
TABLE A : DMR EQUIPMENT TESTED
Manufacturer Tait International Ltd
Model TB9315-B3H0-B3H0-41A4A-10 & THNS300-1101-0000-0000-
10
Firmwrare [[n] Version
Base Station: QBC30RFS Base Station: 2.50.01
Mode Conftroller: Q9391NC Mode Conftroller: 2.22 06
has successfully passed the DMR As=sociation Tier 3 mandatory and optional interoperability
tests outlined in the DMR. Association test specification documents: Inferoperability Testing
for DMR Tier 3 Systems V3.2 July 2018 camied out on 20M-24™ August 2018 with the
DP4801e product referenced in Table B below with tests undertaken as indicated in the
following pages.
TABLE B : DMR EQUIPMENT TESTED
Manufacturer Motorola Sclutions
Model DP4501e
Firmwrare [n] [ Version
MiA | RO2.09.00.0001
The DMR: Association hereby declares that the product in Table A when tested with the
product in Table B passed interoperability Test Cases as set out in the test list below.
—
DMRA Tier 3 Int2roperadiity Cerificate. SDOMR Association 2013 Issue 4 Pags-1-of6 DMRA Tier 3 Interoperabliity Ceriificate. #DMR Assoclation 2018 Issue 4 Fage-Z-of &
I wc E Las Vegas 21st March 2022
Con necti n g C ritl ca l DIGITAL MOBILE RADIO ASSOCIATION
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Tier 3 Interoperability: Model Class

 Tests are performed on specific models and software releases

* Manufacturers will have products that are “functionally
equivalent” to the tested products

* Where internal testing or technical analysis shows the functional
equivalence of products variants, a manufacturer can declare
them in a "Model Class”

« Manufacturers can state “Model Class” products can be
expected to behave as the specific products tested for
Interoperability

* This iIs manufacturer, not a DMRA declaration

I wc E Las Vegas 21st March 2022 DM R
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Tier 3 Interoperability: Model Class

Document Reference: 3935 Msotorola/ Tt 1

DMR Association Interoperability Procedures

In accordance with the DOR Association procedures, ¥ait \nternaticnal Lid

{hereinafter referred 1o 35 “The Company™ | declares the folowing IV
Tait DA Base Station

odet

Official Name of the Model Cass:

The Company has determined through anahss and/or internad functional testing that the
following products are functionally equivalent in terms of the IDMR Assocation interoperabidity
regquirements to the Certificated product identified belos

s [ THE9315-B3H0-8350-A1AA-10 & TNSS00-1101-0000-0000-10
Certified Product

Bese Station: 2.5001

Firmware Version Mode Control 22205

Certificate Mumber 10057

Equivatent products:

(== | item Description

[T E PR remee—— SO Watt or 100 Watt OMAR Base Station

SO Watt or 100 Watt DMRA Base Station — Harris Srand

A0 Watt or 50 Wait 1U DA Base Station

TE T Do w0 3w R e AD Watt or 50 Watt 10U DMA Base Station — Harres Brand
TEI208 - »xxe is att Transportable DAVA Base Station
R L e —— SO Watt or 100 Watt Multi-fMode Base Stats

¥ B O cacux aecaoecRIN SO Watt or 100 Watt Multi-Mode Base Statian — Harrs Brand

Titem Item Description
TG B T om0 w26 Sm - Tier ) Trunked Node Controliers M Level
TN S 3 500 - X0 36 2R - Tier B Trunked Node with SCADA Gataway Hi Lewel
T E TS P Tier #1 Trunked Node Controliers H Level — Harris Brand |
Sr— Tier %1 Trunked Node with SCADA Gateway Hi Level — Harris Brand |

@ MOTOROLA SOLUTIONS

Motorola Solutions. 500 W Monroe St Ste 4400, Chicago. IL 60661, Unied St

MOTOTRSO Frodects in “Model Ciass~ DF4S0Le for DMR Inbsroperabiity
Testing - Certificate Z018-D02 Tier 3 Tait THSS1S & THSS00 575 and Motorola DPIS0Le M5

DME Assocstion definition of = Model Cass (Section 1.3.13):
“A zet of prodiscts that & manufacthsrer has determimed. through o
Mancticnal besting. to e Nanctionally equivalent™ *

DrE en of Madsl O :
“Wahem test reparts are Tormaly werified Dy the DMS Assodation and a certificets of
InberoperabiEty has been isseed, or =t @ lsber date if aporopriete. 8 meansTacturer may Seclars. in
= documert sigred By an Suthorized represeriative of the manufsctuner, ol Droducts thet Belons
%o the Model Css of the produsct tested. All such produscts ars cigibis to be stated as
Fnberopermbls Dy Hhe menufactursr 25 if they Rad besn wsed in the formal t2st process~ 0
Motoross kas determined by the criterie s=t out by the DMA sation that the irs
MOTOTRED modeis ars in the s2me Model Class as the DFSE0Le

Signed an behalfof The Company-

o 5 — -

reame: Paul Martin
System Engineer

Date: 12 August 2020
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Interoperability: Limits to the Process

* The testing Is based on OSI| model layer 3

 Testing is band independent
* Performance specs. of the physical layer are not tested
« User interface e.g. language is not tested

* The testing only covers defined features

* The list of features grows over time
« Manufacturer variants and implementations will remain

* An |OP certificate does not mean a product Is type-
approved for use In a particular territory

* Process is voluntary but value for manufacturers to
participate is high

I wc E Las Vegas 21st March 2022 DM R
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Interoperability: More Information

DMR ASSOCIATION INTEROPERABILITY TEST SUMMARY

DMR Tier Ill Interoperability Test Reference to test report here
DMR ASSOCIATION

dmrassociation.org

L - HOME  ASOUTUS  ASOUT DR MIEMECREH HEWS 2EVEMTE  COMTAST Doczemont Name: Exidectiriens Te
— DMR Association Test Laboratory Code: DMRA : 10P20.03.012
Dl jation_TIER_IIL_ ility_Test_Laboratory Location: Hytera Tower,Shenzhen Hi-Tech Industrial Park North, Beihuan
Road9108#, Nanshan District, Shenzhen P.R.C.
Date(s) of Test : 28-30th October 2013
Equipment Details:

‘A DMR Equipment System Tested
Fylde Micro Ltd
Model MultiLingo
TSC: 001812, build 440,
RD9BSS: A1.01.09.000
Operating Freq. Range 400 10 470 MHz

['Ser Nos T04-000094, T04-000093, T04-000115, T04-000119,

Arc h ive et Mmoo | Res 3wIK YL

Firmware

DMR Equipment System Tested
Manufacturer [ Hytera C: o Co. Ltd
Model | PD785G
Firmware | A5.07.01.000
Operating Freq. Range 400 to 470 Mz

AI6A2Z1151, A16A2Z1126. A16A2Z1134,
Serial Number(s) AI6A2Z1143, A16A2Z1127. AI6A2Z1121.

AI6A2Z1131, A16A2Z1122

June 2014 — Radicdata and Tait (Tier 1)

Page 10f3
| v Marce Morres’ | Loave & cemment /ﬁé AP
Kb Y
Testers Initials:’rﬂ 1 \ i %‘L‘ Approver Initials: ? &
April P14 Radiodats and Tait (Tier 111) Certificate Apeil 34 Radiodata and Tait (Tier [11) Summany Test Results  <strong style read mone
DMR DMR ASSOCIATION INTEROPERABILITY TEST SUMMARY
= DMR Tier Ill Interoperability Test Report
DMR ASSOCIATION
i i i D Test Sessions Verdicts
April 2014 — Radicdata and Simocoe (Tier L)
[1] Interoperability Testing for DMR Tier lll Systems V1.0
wres’ | Leave F cemment
i' Test Session Feature Feature’s | Verdict Comments
Status |
3 - i lities:
June 2014 Radiodats and Simaos (Tier 111) Cartfficate June 2014 Rediodats and Smoco (Ter 111) Summarny Test Results  <strong styls read TZ2 1 ot Regetraion L [ . et
more De-registration
[1] - 2.3.2 Talk group voice call Talk group voice (] Pass Tested the following functionalities:
site ‘service on single site | Call granted message trunked, call denied,
call request queued, broadcast
[1]-2.3.3 Talkgroup voice call Talkgroup voice call | O Pass Tested the following functionalities:
| services muilti site (optional) services multi site Call granted message trunked, call request
RS (optional) queued, broadcast
| [1] - 2.3.4 Individual voice call Individual voice L Pass Tested the following functionalities:
service single site, single frequency | service on single | Call granted
| pair using OACSU frequency pair using
OACSU
[1] - 2.3.5 Individual voice call Individual voice M Pass Tested the following functionalities:
service single site, using OACSU service on single site Call granted, call denied, call request queued
| using OACSU
| [1] - 2.3.6 Individual voice call Individual voice o | Pass Tested the following functionalities:
| service multi site, using service on multi site Call granted, call request queued
| OACSU(optional) | using OACSU |
| [1]-2.3.7 Indf voice call Individual voice L | Pass Tested the following functionalities:
| service single site, using FOACSU service on single site Call accepted, call declined
L using FOACSU
Page2of 3

Jranes 2014 Sedlex ES and Motorols Sohutions (Teer [1) Cortificats June 2014 Salax ES and Motorcls Schutions (Teer [ Summany Test Results

=
txtrong style resd more Testors Initals:_ M) ﬁﬁﬂ;i&% MpmvernnmalsM
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Interoperability: Summary

* An Interoperability Certification Process ensures
users and equipment suppliers benefit from an open
multi-vendor market for DMR systems and eguipment

* Process is well defined, clear, robust and appropriate

* Process tests significant functionalities (important to
users) and represents a base level of conformance
(as a double check)

* Positive feedback from users

Las Vegas 21st March 2022 DM R
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